_

NAME PAM –

SYNOPSIS #include <security/pam _appl.h > #include <security/pam _modules.h > cc [ flag file –lpam [ library

DESCRIPTION PAM

The PAM framework, libpam, PAM PAM

The PAM pam _sm. pam _∗ pam _sm_∗ pam _sm_∗

(pam _sm_authenticate (pam _sm_setcred (3)). pam _authenticate pam _setcred

(pam _sm_acct_mgmt

pam _acct_mgmt (3).

(pam _sm_open _session pam _sm_close _session

pam _open _session pam _close _session

(pam _sm_chauthtok pam _chauthtok (3).

pam _ . pam _

_ pam _

pam _get_ pam _set_ _ _OLDAUTHTOK.

the pam _set_data SUNW _PAM_UNIX_AUTH _userid

pam _ SUNW _SECURE_RPC_DATA. pam _ . pam _acct_ pam _ . pam _

User pam _conv pam _ pam _start

CONVENTIONS

/usr/lib/security /opt/ <pkg >/lib.

pam _<service _name >_<module _type >.so.1. If pam _unix.so.1 _ module_type

_

_ " expire "

use_first _

try_first _

LOG_

either "group " or "other "

ERROR LOGGING syslog _ERR level.

_

_ (3), pam _start (3), pam _set_item (3), pam _authenticate (3), pam _open _session (3), pam _setcred (3), pam _chauthtok (3), pam _strerror (3), pam _sm_authenticate (3), pam _sm_open _session (3), pam _sm_setcred (3), pam _sm_chauthtok (3), pam.conf (4)

_sm_acct_

NAME pam _sm_acct_mgmt – _acct_mgmt

[ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_acct_mgmt(pam _handle _t ∗pamh flags argc ∗∗argv);

DESCRIPTION pam _acct_mgmt pam _sm_acct_ pam.conf

pam _sm_acct_

pam _ , pamh, pam _sm_acct_ flags field: PAM_

PAM_DISALLOW _NULL_AUTHTOK

_AUTHTOKEN _

The argc pam.conf (4). argv

options.

syslog

pamh, using pam _set_ . pam _

_ PAM_USER_ module PAM_AUTHTOKEN _ PAM_ACCT_ PAM_PERM_ PAM_

_sm_acct_ or sufficient (3), pam _acct_mgmt (3), syslog (3), pam.conf (4)

NAME pam _sm_authenticate – _authenticate

[ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_authenticate(pam _handle _t ∗pamh flags argc ∗∗argv);

DESCRIPTION pam _authenticate pam _sm_ pam.conf

pam _sm_

pam _ pamh.

_USER_UNKNOWN. pam _sm_ PAM_

PAM_DISALLOW _NULL_AUTHTOK

PAM_AUTH _

The argc pam.conf (4). argv

options.

pam _sm_ pam _get_ PAM_ pam _sm_ pam _set_ .

pam _set_data pam _ .

NOTES _

_ PAM_ exceeded PAM_AUTH _ PAM_CRED_ PAM_AUTHINFO _ PAM_USER_ module PAM_ or sufficient (3), pam _authenticate (3), pam.conf (4)

NAME pam _sm_chauthtok – _chauthtok

[ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_chauthtok(pam _handle _t ∗pamh flags);

DESCRIPTION pam _chauthtok pam _sm_chauthtok pam.conf

pam _sm_ pamh.

pam _ : PAM_

PAM_CHANGE _EXPIRED_AUTHTOK

PAM_PRELIM_

updated. PAM_UPDATE _ words _PRELIM_ _UPDATE _

The argc pam.conf (4). argv

options. pam _sm_ pam _sm_

pam _sm_ pam _get_ PAM_ _ pam _sm_

NOTES The PAM _PRELIM_

PAM_TRY_ PAM PAM PAM_UPDATE _

tion. _CHANGE _EXPIRED_

_IGNORE. PAM pam _set_ pam _get_

_ PAM_PERM_ PAM_AUTHTOK _ PAM_AUTHTOK _RECOVERY_ recovered PAM_AUTHTOK _LOCK_ PAM_AUTHTOK _DISABLE_ PAM_USER_ PAM_TRY_ failed

(3), pam _chauthtok (3), pam.conf (4)

_sm_open _

NAME pam _sm_open _ _sm_close_session – pam _open _ _close_

[ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h >

_sm_open _session(pam _handle _t ∗pamh flags argc ∗∗argv); _sm_close _session(pam _handle _t ∗pamh flags argc ∗∗argv);

DESCRIPTION _open _session (3) and pam _close _session pam _sm_open _ and pam _sm_close _ pam.conf

pam _sm_open _ pam _sm_close _ pamh flags field:

PAM_ The argc pam.conf (4). argv

syslog _ PAM_SESSION_ sion PAM_ or sufficient

(3), pam _open _session (3), syslog (3), pam.conf (4)

NAME pam _sm_setcred – _setcred

[ flag file –lpam [ library #include <security/pam _appl.h > #include <security/pam _modules.h > _sm_setcred(pam _handle _t ∗pamh flags argc ∗∗argv);

DESCRIPTION pam _set_cred pam _sm_ pam.conf

pam _sm_ pamh. flags

PAM_CRED_ PAM_CRED_

PAM_CRED_REINITIALIZE

PAM_CRED_ PAM_ sages _CRED_ The argc pam.conf (4). argv

_ pam _sm_ pam _sm_ function.

pam _get_ set. _sm_ pam _sm_ . _ PAM_CRED_

PAM_CRED_ PAM_USER_ PAM_CRED_ PAM_

or sufficient

(3), pam _authenticate (3), pam _setcred (3), pam _sm_authenticate (3), pam.conf (4)