NAME PAM –

SYNOPSIS #include <security/pam _appl.h > cc [ flag file –lpam [ library

DESCRIPTION PAM

The PAM framework, libpam, PAM PAM

The PAM pam _.

pam _start pam _end (pam _[sg]et _data pam _[sg]et _item pam _strerror (3)).

(pam _authenticate pam _setcred (3)). pam _acct_mgmt (3)).

((pam _open _session pam _close _session granted.

pam _chauthtok UNIX, pam _∗ libpam. pam _ , pam _ , pam _[sg]et _ , pam _[sg]et _ pam _

pam _sm_ pam _sm_∗ ing pam _ pam _sm_∗ pam _sm PAM pam _ _ PAM pam _ pam _acct_

pam _

pam _ and pam _ PAM interface pam _

pam _

pam _ . pam _open _

pam _close _ pam _get_ and pam _set_

pam _ ,

Authentication

Interface

PAM

pam_conv pam _ function, pam _start

Schemes

The PAM through stacking. login

pam.conf

Administrative Interface

/usr/lib/libpam.so.1

pam.conf

The PAM

PAM_ PAM_OPEN _ERR module PAM_SYMBOL_ PAM_SERVICE_ PAM_SYSTEM_ PAM_BUF_ PAM_CONV _ PAM_PERM_

_authenticate (3), pam _open _session (3), pam _chauthtok (3), pam _set_item (3), pam _setcred (3), pam _sm(3), pam _start (3), pam _strerror (3), pam.conf (4)

WARNING PAM notice.

NAME pam _ _end –

[ flag file –lpam [ library #include <security/pam _appl.h >

_ ∗service ∗user _conv ∗pam_conv, pam _handle _t ∗∗pamh);

_end(pam _handle _t ∗pamh status );

_ pam _ service, cated, user, pam_conv, pamh.

pamh PAM library.

_ pam_conv, PAM pam_conv structure

_conv { ∗ ∗ ∗/ void ∗appdata _ ∗ ∗/ }; where _msg, _message ∗∗ _response ∗∗resp, void ∗appdata _ptr); PAM

num_msg parameter msg num_msg pam_message structure. pam_message PAM pam_message pam_message

_message { _style;

char ∗msg; };

msg_style, PAM_PROMPT _ECHO _OFF

PAM_PROMPT _ECHO _ PAM_ERROR_ PAM_TEXT_ _MAX_MSG_SIZE <security/pam.appl.h >.

pam_response pam_response pam_response

_response { char ∗resp; _ ∗ ∗/ }; PAM_PROMPT _ECHO _OFF and PAM_PROMPT _ECHO _ON PAM_ERROR_MSG and PAM_TEXT_INFO message styles. appdata_ptr

pam _ pamh and status , cleanup()

PAM pam _set_item

pam _authenticate (3), pam _set_item (3), pam _acct_mgmt (3), pam _open _session (3), pam _setcred (3), pam _chauthtok (3), pam _strerror (3), pam (3)

NAME pam _strerror – [ flag file –lpam [ library #include <security/pam _appl.h >

∗pam _strerror(pam _handle _t∗pamh errnum ); _ PAM errnum PAM

The pamh PAM pam _ pam _ NULL PAM

_ returns NULL if errnum (3), pam _start (3)

_set_

NAME pam _set_ _get_data –

[ flag file –lpam [ library #include <security/pam _appl.h >

_set_data(pam _handle _t ∗pamh ∗module_data_name ∗data (∗cleanup)(pam_handle_t ∗ ∗ _end_status) );

_get_ _handle _t ∗pamh ∗module_data_name ∗∗data);

_set_ and pam _set_ allow PAM

cations. pam _set_ pamh. The module_data_name data argument module_data_name

The cleanup data pam _ cleanup pamh, data, pam_end_status.

If pam _set_ module_data_name pam _set_ data is data, cleanup cleanup function. pam _get_ pamh, module_data_name. The data

pam returned:

PAM_NO_MODULE _

(3), pam _end (3)

_set_

NAME pam _set_ _get_item –

[ flag file –lpam [ library #include <security/pam _appl.h >

_set_item(pam _handle _t ∗pamh item_type ∗item); _get_ _handle _t ∗pamh item_type ∗∗item);

_get_ and pam _set_ PAM item_type,

PAM_ PAM_ PAM_ PAM_ PAM_ PAM_ PAM_ PAM_ _ The item_type PAM_AUTHTOK and PAM_OLDAUTHTOK

PAM_AUTHTOK PAM_OLDAUTHTOK.

PAM_OLDAUTHTOK PAM_AUTHTOK pam _set_ pamh, pam _ item, item_type. pam _set_ copies

PAM_ value. pam _get_ pamh, pam _ item_type item

pam _set_ item_type pam _get_ item pam _get_

pam _ .

pam _get_ _ pam

_set_ _start (3), pam _authenticate (3), pam _acct_mgmt (3), pam _open _session (3), pam _setcred (3), pam _chauthtok (3), pam (3)

NAME pam _authenticate – [ flag file –lpam [ library #include <security/pam _appl.h > _authenticate(pam _handle _t ∗pamh flags); _

pam _ or pam _set_ flags field:

PAM_ PAM_DISALLOW _NULL_AUTHTOK PAM_AUTH _

NOTES pam _ _ retry. PAM_

pam _ PAM_DISALLOW _NULL_AUTHTOK

_ pam PAM_AUTH _ PAM_CRED_ PAM_AUTHINFO _ PAM_USER_

PAM_

(3), pam _start (3), pam _open _session (3), pam _setcred (3)

NAME pam _setcred –

[ flag file –lpam [ library #include <security/pam _appl.h > _setcred(pam _handle _t ∗ );

_ pam _ is

pam _authenticate (3), pam _acct_mgmt pam _open _session (3)). pam _ or pam _set_ pamh. flags

PAM_CRED_ PAM_CRED_

PAM_CRED_REINITIALIZE

PAM_CRED_ PAM_ messages _CRED_ pam _ _ pam PAM_CRED_

PAM_CRED_ PAM_USER_ PAM_CRED_

(3), pam _start (3), pam _authenticate (3), pam _acct_mgmt (3), pam _open _session (3)

_acct_

NAME pam _acct_mgmt –

[ flag file –lpam [ library #include <security/pam _appl.h >

_acct_mgmt(pam _handle _t ∗pamh flags);

DESCRIPTION pam _acct_

pam _authenticate (3). The pamh pam _ . flags field:

PAM_

PAM_DISALLOW _NULL_AUTHTOK

PAM_AUTHTOKEN _REQD

_ pam PAM_USER_

PAM_AUTH _ PAM_AUTHTOKEN _

PAM_ACCT_

(3), pam _start (3), pam _authenticate (3)

NAME pam _chauthtok –

[ flag file –lpam [ library #include <security/pam _appl.h > _chauthtok(pam _handle _t ∗pamh flags); _ pamh.

pam _ : PAM_

PAM_CHANGE _EXPIRED_AUTHTOK

pam.conf (4).

NOTES PAM_CHANGE _EXPIRED_AUTHTOK login application

login pam _ passwd (1)

pam _

pam.conf pam _ _TRY_

_ pam PAM_PERM_ PAM_AUTHTOK _ PAM_AUTHTOK _RECOVERY_ recovered PAM_AUTHTOK _LOCK_ PAM_AUTHTOK _DISABLE_ PAM_USER_ PAM_TRY_ failed (3), pam _start (3), pam _authenticate (3)

_open _

NAME pam _open _ _close_session –

[ flag file –lpam [ library #include <security/pam _appl.h >

_open _session(pam _handle _t ∗pamh flags); _close _session(pam _handle _t ∗pamh flags);

_open _ pam _authenticate pam _acct_mgmt pam invoke pam _open _ activity, pam _close _ pam terminated. The pamh pam _ flags pam _open _ and pam _close _ :

PAM_

NOTES pam _open _ and pam _close _ login init pam _close _ pam _open _

pamh. pam _open _ pam _close _ _ pam PAM_SESSION_ sion

(3), pam _start (3), pam _authenticate (3), pam _acct_mgmt (3), getutxent (3C)