� r3 security engineering ag8. February 951Proceedings of the EDI Trusted Third Party Workshop, Barcelona, Spain, 8-10 February 1995.Revocation and Revocation CertificatesRainer A. Rueppelr3 security engineering ag, Z�richstrasse 151, CH-8607 Aathal, Switzerlandemail: rueppel@r3.chAbstractIn this paper we discuss certificates and revocation. Anew type of certificate, the revocationcertificate, is proposed. The revocation certificate is an attempt to overcome some of thedrawbacks of the black list approach used in current systems. The concept of revocationcertificates has been adopted in the TEDIS Project FAST.Keywords: Trusted Third Parties, Certification, Revocation1 IntroductionThe traditional business process is based on paper and handwritten signatures. As ourinformation society begins to rely more and more on electronic data processing andinterchanges, an electronic equivalent to handwritten signatures is needed in order to allow forfully electronic business processes. In general, handwritten signatures are easy to forge andhard to verify. Digital signatures based on modern public key technology are hard to forge andeasy to verify. However, digital signatures introduce new qualities that cause some uneasiness:• you can have more than one signature at a time• you may change your signature• your signature may be ªbroken�• your signature is performed by a deviceIn order to obtain general recognition of digital signatures (in an open systems point of view)we need a management infrastructure which addresses the registration, certification andrevocation of signatures (or more precisely, of the corresponding public keys). The followingfigure illustrates the functions of a Public Key Management Infrastructure.

� r3 security engineering ag8. February 952BBAA

ABUserNetwork

UserInitialisation

RegistrationCertification DirectoryRevocationTime StampingOther Services

Key ManagementInfrastrukturInitialisationFigure 1 - Public Key Management InfrastructureThe Public Key Management Infrastructure must provide the following services• secure registration of the users and their public keys• certification of the public keys• secure distribution of the public keys• controlled revocation or change of registered public keys• time-stamping of electronic documents, and other services2 Certificate-based SystemsThere are different types of certificates: public key certificates, attribute certificates, etc.2.1 Public Key CertificatesFor the management of public keys we have the following business requirements:1. In order to verify the signatures of an entity we need the public verification key of thatentity. It is crucial that the entity’s public key is distributed in an authenticated fashion.2. Manual signatures shall be replaced by digital signatures. It is crucial that a trusted partyvouches for the legitimacy of the entity’s public verification key.To satisfy these requirements we may let a trusted party (digitally) sign the name and the publickey of an entity. The result is the public key certificate; it binds the public key to the entity.Legally, it certifies that the entity’s manual signature may be replaced by the correspondingdigital signature.A public key certificate typically contains the following generic parts.

� r3 security engineering ag8. February 953CertificatepartFunction and ResponsibilityExamplesCredentialsThe credentials are presented by the entityto the registration authority in itsapplication. The RA is responsible forprocessing the entity’s application, forvalidating the entity’s credentials and forassigning a distinguished name to theentity.distinguished namePublic keyThe entity is responsible for generating anasymmetric key pair for signatures and forsubmitting the public verification key to theRA (or in some cases to the CA).the entity’s public keyRA supplied dataThe registration authority is responsible foradding registration specific data requiredfor the proper functioning of the overallsystem.date of registrationname of RAvalidity periodCA supplied dataThe certification authority is responsiblefor adding certification specific datarequired for the proper functioning of theoverall system.certificate serial numbersignature algorithm identifiername of CAcertificate format versionCA signatureThe signature of the certification authoritybinds the public key to the entity’s name.Generic Certificate StructureTo verify a user public key certificate we still need the CA�s public verification key. Hence, wehave pushed the public key distribution problem from the user level (say, N users in a domain)to the CA level (one CA in a domain). ACA�s public key may in turn be certified by a higher-level Certification Authority.2.2 Attribute CertificatesIt may be useful to certify other attributes of an entity (besides the public key). There areattributes which directly relate to the public key certificate, such as• method of delivery of the credentials,• method of identification of the entity, entity type (e.g. individual, corporation,government, device, etc.),• information on trusted third parties involved in the registration,• information on domains and cross-certification.There are other attributes which relate to the signing capabilities of an entity, such as• authorized signatory (formal authorization of individuals to sign for the organisation),• transaction limit (maximum monetary value of a message which the entity may sign),• transaction type (transaction types which the entity may sign),• time of day (during which signatures of the entity are considered valid),• location (from which signatures of the entity are considered valid),

� r3 security engineering ag8. February 954• pre-approved counter party (to indicate with which parties the entity can conduct signedtransactions),• delegation control (indicate the amount of authority that the entity may delegate to someother entity).These attributes could be included in the basic public key certificate. However, a number ofreasons suggests that they are not:• the attributes are not needed in every transaction,• the attributes would increase the size of the basic certificate,• attributes may vary much more often than the basic certificate information, which wouldrequire a reissuance of the certificate at each change.Existing standards (such as X.500) assume that these attributes are not included in the basicpublic key certificate. Rather these attributes shall be carried in a separate structure called theattribute certificate. To emphasize that the attribute certificate need not be generated by the sameCA as the basic public key certificate, we use the notion of attribute certification authority(ACA).Example 1 - Attribute Certificate InformationThe attribute certificate is signed by the ACA.AttributeCertificateInformationExplanationbaseCertificateIDissuer and serial number of the associated public key certificateissuerdistinguished name of the ACAserialNumberserial number of the attribute certificatevalidityvalidity period of the attribute certificateattributesa set of attributes to be certifiedIssuerUniqueIDunique identifier of the ACA’s public key (optional)Structure of ANSI X9.30-3 Attribute Certificate InformationANSI X9.30-3 assumes that the signature algorithm executed by the ACA is the same as the oneused to produce the basic public key certificate and that the attribute certificate is only to be usedin combination with the basic public key certificate.To be more general, one could allow the specification of the entity’s distinguished name and ofthe signature algorithm used by the ACA. That would make it possible to use attributecertificates independently of the basic public key certificate (and include attributes beyond thoserelated to the certificate or the signature of the entity).3 Revocation of CertificatesCertificates typically have a fixed validity period. However, there is a number of reasons why acertificate may have to be declared invalid before the end of that validity period (this process iscalled revocation):User level:1. compromise of the entity’s private key (suspected or verified)2. change of the certificate information

� r3 security engineering ag8. February 9553. termination of the entity�s operationCA level1:1. compromise of the CA’s private key (suspected or verified)2. change of the CA�s certificate information3. termination of the CA�s operation4. change of policyand others. Revocation is a very serious process since it could potentially result in desastrousbusiness consequences. There must be utmost care in verifying the authenticity of a revocationrequest.We distinguish the following phases in the revocation process:1. Revocation request• Who has the authority to request the revocation of a certificate?• Under what conditions can or must a certificate be revoked?• How to prove and verify a revocation request2. Revocation• Who performs the revocation?• How is a certificate revoked?• Can certificates be on alert or on hold?3. Revocation notification• How to notify users (and other relevant entities) about the revocation of a certificate?• How to prevent misuse of revoked certificates?• Access to and legal status of a revoked certificate?3.1 Black List ApproachIn current systems, the revocation process is approached in a different way than the certificationprocess. In the certification process, the Certification Authority issues public key certificates asself-contained electronic documents, aimed to provide legal status. In the revocation process,the certificate serial number is included in a black list (also called Certificate Revocation ListCRL). The black list is made available to users on a periodic basis. The following two examplesillustrate the black list approach.Example 2 - Certificate Revocation ListThe certificate revocation list contains a header and a sequence of revocation entries. The CRL issigned by the CA and published and distributed on a periodic basis.CRL-PartContained informationCRL Headersignature algorithm identifierissuer nameissuer unique identifier (optional)CRL numberlast update

1 It must be distinguished between user level and CA level, since the compromise of a CA�sprivate key may require the revocation and subsequent re-certification of all user keys in adomain.

� r3 security engineering ag8. February 956next updateCRL Entrycertificate serial numberrevocation datereasonStructure of ANSI X9.30-3 Certificate Revocation ListThe reason of revocation may be one of the following: key compromise, CA compromise,changed affiliation, superseded by new certificate, termination and other.Example 3 - Revocation NoticeThe CA may wish to inform other entities directly of individual revocations. The RevocationNotice is a message signed by the CA and containing the following information.PartContained informationRevocationNotice headername of issuerunique identifier of issuer (optional)Componentsof CRL entrycertificate serial numberrevocation datereasonStructure of ANSI X9.30-3 Revocation Notice3.2 Business RequirementsThere are several business requirements which cannot be satisfied by the black list approach:1. It might be required to have access to a revoked certificate in order to performverifications with the revoked public key. Such a situation may occur when a documentwas signed long before the revocation but has to be verified after the revocation.2. It seems inadequate to request users to download the complete black list in order to findout about individual revocations. In addition, the black list typically gives only the serialnumbers of revoked certificates. Therefore, these black lists are only useful to check thestatus of certificates which have been obtained through some other means.3. One might wish to check the history of a user for the reasons and frequencies ofrevocations.4. It seems desirable to have a legally binding status for revoked certificates. The same wayas the CA certifies the association between an entity and its public key, the CA shouldcertify the revocation of a certificate in a self-contained manner.5. Periodically issued CRLs do not allow for non-repudiation. Given the currently validblack list (say, from last month) and a business partner signature that was computedafter the issuance of the black list, the recipient does not have assurance of the validity ofthe signature (and hence, no non-repudiation).3.3 Revocation CertificatesTo satisfy the outlined business requirements, we propose the concept of revocation certificates.The revocation certificate is issued by a CA. It consists of the original certificate information and

� r3 security engineering ag8. February 957additional information about the revocation such as date and reason of revocation, the date ofknown or suspected compromise, the party who requested the revocation, and the name of theCA who performed the revocation. The CA then signs the revocation information and therebycreates a self-contained revocation certificate. Such revocation certificates can be stored andhandled in the same way as public key certificates are. Legally, they also have a self-containedstatus.3.4 Structure of a Revocation CertificateThe following table shows the proposed structure of a revocation certificate.PartContained informationcertificatethe original certificate (or certificate serial number)signaturesignature algorithm identifierissuerCA who performed the revocationrevocation datedate when certificate has been revokedreasonreason why the certificate has been revoked2compromise datedate of suspected compromise (optional)initiatorparty who requested the revocation (optional)Structure of Revocation CertificateIn case of private key compromise, it might be useful to include the the date and time of knownor suspected compromise (which need not coincide with the time of revocation). This wouldhelp in auditing the systems and messages. The party who requested the revocation (initiator)need not be the user itself, it may, for instance, be the employer or a trusted third party.To be completely general, one may logically separate the functionality of certification from thefunctionality of revocation and introduce a separate revocation authority. Note that this does notmean that the two functions have to be performed by physically different authorities.3.5 Applications of Revocation CertificatesThe concept of revocation certificates has been adopted in the TEDIS Project FAST (FirstAttempt to Secure Trade). The certificate segment has been extended by the following newlyintroduced data elements:Numbe rDescriptionM / CForma tSpecial notes???CERTIFICATE TYPECan..31 for regular certificate2 for revocation certificateS501SECURITY DATE ANDTIMECCertificate revocation date0515Date and time qualifierMan..3Code = 5 for CRD0502DateCn8YYYYMMDD0504TimeCn6HHMMSS0506UTC offsetCan..5XHHMM where X is either P for plusor M for minus.???KEY COMPROMISECan..31 for Yes2 for No

2 In some countries, data privacy laws prevent the use of detailled revocation reason codes.

� r3 security engineering ag8. February 958EDIFACT data elements used to create revocation certificates in FAST4 ReferencesANSI X9.30 199x, "Public Key Cryptography Using Irreversible Algorithms for the FinancialServices Industry, Part 3: Certificate Management for DSA".Michael S. Baum, ªFederal Certification Authority Liability and Policy�, NIST-GCR-94-654.FAST, ªFirst Attempt to Secure Trade�, TEDIS Phase II, T1.1 ªCredentials, Attributes andCertificates�, April 1994.X.509 (1992) Authentication Framework