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9.     References in Document  :

Clause 7.11.1

10.      Nature of Defect  :

Inconsistent results may be obtained when one DSA holds an alias to an entry in
another DSA and access controls are set up in a particular way. Assume DSA1
holds an alias to an entry in DSA2, and that the access permissions on the
aliasedEntryName  attribute are such as to deny read access, but the
permissions on the entry itself are to grant access.

Then a read operation on the alias name (with alias dereferencing) will return
the entry in DSA2 if DSA2 is up (Case A), but will return a nameError (no
such entry) if DSA2 is down (Case B).

It would be more consistent to either return a nameError whenever the entry is
accessed through its alias and the alias denies read access (Case A), or to
consistently ignore alias permissions and return a referral if DSA2 is down
(Case B).

Although the situation of having an alias deny read access but having the entry
grant it is unusual, it is undesirable to have such an inconsistency in the
Directory’s behaviour.

11.     Solution Proposed by the Source   :

Change 7.11.1 to mandate the read entry and read aliasedEntryName attribute
access control requirements in all cases, not only if a referral is to be returned.
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